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Introduction

Our client is an IoI' company. Their product is a home automation hub — three radios, one antenna keep-out,
and a Matter launch window. They were mid-development — rev B in layout, rev A on the bench — when we
collaborated with them on this project by providing independent verification and validation of the board. The
hub is a standalone NXP i.MX SoC design whose internal Cortex-M4 acts as the companion microcontroller,

arbitrating radio timeslots and supervising power while the Cortex-A cores run the Matter controller stack.

= Compute topology: a single i. MX package — Cortex-A cluster for the Matter controller, bridge logic, and local automa-

tion engine; internal Cortex-M4 for radio-coexistence scheduling and power supervision.

= Under validation: a Zigbee radio on SPI, a Thread radio on a second SPL, BLE integrated in a Wi-Fi combo module
on SDIO, a shared 2.4 GHz antenna arrangement with an RF switch, a PoE (802.3af class 3) power stage with USB-C
adapter fallback, two USB 2.0 host ports for bridge dongles, eMMC, LPDDR4, and a GbE port.

= Program state: mid-development — rev A boards running, rev B layout open for another six weeks.

= Independence: no technical, managerial, or financial stake in the design; the coexistence findings below went against the

antenna plan, and reporting them cost us nothing.
* Bounded scope: independent validation only — no Matter-stack development, no firmware authoring, no out-of-scope
engineering.

» Working inputs: the hardware design package — schematics, ICDs, BOM — with no firmware source access.
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Hardware Topology

The topology is a standalone SoC with the companion on-die: the M4 owns the RF switch and the coexistence
schedule because three 2.4 GHz radios sharing board space cannot be arbitrated from a best-effort Linux sched-
uler. Scope enclosed the board, its radios, its power stages, and its storage; the Matter application stack and certifi-

cation testing stayed outside.

= Topology classification: standalone SoC with internal Cortex-M4 companion; cores communicate via RPMsg over shared
OCRAM, and the M4 owns the RF-switch GPIO, coexistence timers, and PoE/USB-C power arbitration.

= The M4’ job: enforce radio timeslots across Zigbee, Thread, and BLE, drive the RF switch, supervise the PoE stage, and
manage the power-source failover between PoE and USB-C.

= In-scope interfaces: SPI x2 (Zigbee, Thread), SDIO (Wi-Fi/BLE combo), USB 2.0 x2, GbE, eMMC, I2C (PMIC, temper-
ature, RF-switch control expander), the PoE PD controller, and the RPMsg link.

= Envelope in scope: 0 °C to +45 °C in a passively cooled enclosure, PoE class 3 power budget 0of 12.95 W at the PD, always-
on duty with continuous radio activity and heavy local logging.

= Out of scope: the Matter application, bridge firmware, and certification testing at the connectivity alliances — we pro-

duce integration evidence; the client’s labs and assessors judge it.

= The i.MX family is one of the six architectures Polaris already runs on, so the OS baseline was inherited and effort went

to this board’s delta rather than silicon bring-up.
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Problem Statement

Rev A worked on the desk of the engineer who built it, rev B’s layout window was closing, and the firmware team
was deep in Matter-stack work with no bandwidth to question the hardware. A hub is the one device in a smart

home that must not fail — everything else depends on it.

= Proven in isolation, never as a board: each radio module carried its own regulatory and RF characterization, the PD con-
troller its vendor compliance data — but this board’s shared-antenna arrangement, its RF-switch timing, its PoE stage

under full radio load, and its logging-heavy eMMC usage had never been exercised together.

= Firmware coverage is feature-shaped, not board-shaped: the Matter team drove Thread and BLE commissioning paths
daily, but the Zigbee bridge path, the second USB port, the USB-C power fallback, and the GbE port under saturation
fell outside the sprint plan.

= No stress, no extremes, no duration: no 45 °C soak with all radios active, no multi-week always-on endurance against
eMMC wear from log churn, no PoE brown-out and power-failover campaign, no coexistence characterization under
worst-case traffic.

= Nothing runs alongside development: validation was an end-gate, so a coexistence defect would land in the Matter team’s
backlog as ”Thread is flaky,” burning sprint after sprint on a hardware fault.

= Matter and Thread certification testing awaited downstream, and a hub failing interop at the test house mid-launch-
window is a public schedule slip.

= Three radios and one band on an 80 mm board made coexistence the product’s central hardware risk — a property of this
layout, this switch, this schedule, nothing a module datasheet covers.

= An always-on hub writes logs continuously for years; eMMC wear is a slow-motion field failure unless characterized up

front.
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Customer Requirements

The client’s requirements were direct: validate the whole board, under stated limits, inside the rev B window, with

evidence supporting the certification-lab visits and retail-channel audits.

Operating temperature: the board shall operate from 0 °C to +45 °C in the passively cooled enclosure, always-on.

Supply: PoE 802.3af class 3; the hub shall negotiate class 3 correctly and total draw shall not exceed 12.95 W at the PD
under full radio load. USB-C fallback at 5 V shall take over on PoE loss with no reset.

= Brown-out: the board shall detect an under-allocated PoE budget and refuse full-load operation rather than brown out;

on power-source failover the M4 shall record the transition with no record loss.

= Over-current: both USB host ports shall have per-port over-current protection tripping within 10 ms; a shorted bridge
dongle shall not disturb the radios or the eMMC.

Over-voltage: the PD stage shall protect downstream rails per 802.3af; the USB-C input shall survive transients to 6 V
without damage.

Storage life: eMMC wear at launch logging levels shall project end-of-life beyond the warranty period, verified from mea-

sured write amplification.
= Humidity: the board shall operate at up to 85% RH non-condensing and shall not be exposed beyond that.

Full-board functional validation: all A-cores and the M4, LPDDR4, eMMG, all three radios with the RF switch, both
USB ports, GbE, both power sources with failover, and every 12C device — one integrated system.

Coverage independent of firmware scope: every subsystem validated regardless of the Matter sprint plan, through a HAL
built from the design package.

Stress matrix: 0—45 °C sweep, three-week always-on endurance with representative log churn, PoE brown-out and failover
campaigns across switch vendors, coexistence characterization under saturated traffic on all three radios, and eMMC wear

projection from measured write amplification — vibration waived by product profile.

Continuous validation alongside development: CI integration revalidating every firmware candidate on rev A, then rev B.

= Evidence: timestamped, operator-attributed, version-pinned records with bidirectional traceability, packaged for certification-
lab pre-briefs and retail audits.

= A web console the client’s QA staff run without embedded expertise.
= An immutable, append-only evidence store carrying rev A baselines into rev B comparison.

= Setup in minutes: documented bench — hub, RF chamber access, PoE switch matrix, host — reproducible by any QA

operator.
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Architecture

The hub runs the validation OS, HAL, and client; an external x86 host runs the server, dashboard, and SDK. Ex-
ecution stays isolated from data processing and the hub keeps its resources for representative behavior — which
mattered because coexistence performance had to be measured with the A-cores loaded like a busy smart home,

not idling.

= Polaris OS (the validation OS) — a reproducible Linux image for the A-cores booting to a known state, one baseline
across rev A and rev B boards.

= HAL — the single board-specific layer, exercising both SPI radios, the SDIO combo, the RF switch, USB ports, GbE,
eMMCG, the PD controller, and the RPMsg link behind a uniform interface that keeps the smart-home suites portable

across revisions.

= Client — the on-target agent driving tests through the HAL; gRPC on Linux, FlatBuffers to the M4’s FreeRTOS image;

three timestamps per event (origin, relay, server); light enough that coexistence statistics reflect the product.

= Server — orchestration, scheduling, and the append-only records store on the host, five boards in parallel, dashboard and
API hosted.

= Dashboard — the QA console: provision a hub, configure and launch, live per-radio PER, RSSI, timeslot-violation coun-

ters, power-source state, and eMMC write telemetry, time-series review; every state-changing action operator—attributed.
= Python SDK — automation and CI; scripts everything the console does; C bindings available, unused here.
= The OS and HAL are the two board-specific layers and were heavily modified for this board and this SoC; the client,

server, dashboard, and Python SDK were configured to the client’s requirements, but their core structure and working

style remain the same across every board and every industry.
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Design

The binding constraints: three radios in one band under a 12.95 W PoE ceiling, an always-on duty cycle whose

storage must outlive the warranty, and a certification calendar with no slack for hardware surprises.

= Validation OS design — read-only rootfs with A/B rollback so a failed image never costs a soak run; log churn for wear
testing is generated onto the eMMC test partition, not the rootfs — the trade-off being a less product-identical write
pattern, compensated by replaying the product’s actual trace. The M4 runs FreeRTOS with the coexistence scheduler
modeled as fixed-priority timeslots.

= HAL design — partitioned by schematic sheet against ICD clauses; radio events and timeslot violations are interrupt-
driven because coexistence analysis needs microsecond edges, while PD-controller telemetry polls at 2 Hz. Instrumenting
the RF-switch GPIO adds capacitance to a timing-critical line, so the switch is observed through the M4’s timer capture

instead of an external probe.

= Client design — origin timestamps at the driver boundary with M4 timer correlation, so a BLE burst and the Zigbee
PER spike it caused order correctly; under power-failover the client flushes records first, trading failover-measurement

granularity for complete evidence.

= Server design — three-timestamp causality reconstructs cross-radio interference chains; retention sized for three-week
always-on streams from five hubs, with per-packet radio records downsampled after analysis windows close — a storage

trade documented in the campaign plan.

= Dashboard design — per-radio PER trend, timeslot-violation counts, power-source state, and eMMC write-amplification

are first-class views — the QA team’s actual triage order; run health and drop counts on every screen.

= SDK design — the client scripted the acceptance gate, the coexistence matrix, and the PoE switch-vendor sweep; the di-
rect API path served single-radio bench checks, at the stated cost that those runs produce no records.

= OS and HAL design was board-specific and heavily reworked; the four upper components were configured to this client’s
QA workflow while their structure and working style stayed constant.
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Implementation

Work went to the OS delta, the HAL, and the smart-home campaigns; the four upper components were config-

ured, not constructed.

= Validation OS — Yocto image for the . MX: inherited BSP and U-Boot, board device tree covering both radios, the combo
module, RF-switch expander, and PD controller, minimal kernel; OTA with A/B rollback; boot under 25 seconds; per-
build SBOM with CVE tracking; the M4 FreeRTOS image built in the same tree.

= HAL — implemented sheet by sheet and bench-verified as written: SPI drivers with per-radio timing, SDIO tuning for
the combo module, M4 timer-capture instrumentation of the RF switch, PD-controller register drivers, eMMC health
and wear-register access; the design-package pass surfaced a schematic-to-BOM mismatch — the RF switch’s control-logic
pull resistor network appeared on the schematic but two of three resistors were absent from the BOM, leaving the switch

in an undefined state at power-on until firmware configured it.

= Client — C++ daemon, event and polling paths, M4-correlated timestamping, failover-hardened shutdown, gRPC up-
stream, FlatBuffers to the M4.

= Server — telemetry receiver, versioned schema, scheduler, REST API, dashboard hosting, five-hub parallelism.

= Dashboard — hub provisioning, campaign configuration, live radio and power streaming, time-series review, export for

lab pre-briefs, operator attribution.

= SDK — Python bindings, example scripts per subsystem, CI wiring firing the acceptance suite on every firmware candi-
date.

= Board-specific: OS delta and HAL. Configuration: client correlation policy, server retention windows, dashboard views,
SDK examples.
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Test- IV&V

Testing ran stack-first, then OS/HAL, then the board across one-shot, long-running, event-based, and monitor-

ing campaigns — every dashboard-launched run committed to the append-only store.

= Stack self-verification: 100% test coverage of the client, server, dashboard, and Python SDK before it produced evidence
about this hub.

= OS/HAL verification: A/B boot and rollback exercised, OTA verified end to end, secure boot checked on accept and
reject paths.

= Bench setup: hub in an RF-shielded enclosure with calibrated attenuators, PoE switch matrix and USB-C source cabled,

provisioning from the dashboard — documented, under twenty-five minutes.

= Functional campaign: per-radio PER and RSSI suites, RF-switch timing verification via M4 capture, timeslot-schedule
conformance, USB enumeration and throughput on both ports, GbE saturation, eMMC health-register and write-amplification

runs, PD classification across the switch matrix.

= Compute and memory checks: LPDDR4 pattern stress across the thermal range, cache and DMA integrity under simul-
taneous tri-radio and GbE saturation, and CPU thermal-throttling behavior characterized in the passively cooled enclo-
sure at 45 °C.

= Watchdog and reset campaign: induced hangs on the A-cores and the M4 confirming watchdog recovery to a fully re-
joined state — radios rescheduled, power arbitration restored — because a hub nobody can reach must always recover

itself; warm and cold resets verified not to repeat the undefined RF-switch window once the rev B fix landed.

= Debug posture: JTAG access verified fused off in the production-intent configuration, retained on rev A boards where it

anchored the M4 timer-capture calibration.
= One-shot tests as the acceptance gate: one pass/fail per subsystem per firmware candidate.

= Long-running: the three-week always-on endurance with product-trace log replay measured write amplification at 3.4x
— projecting eMMC end-of-life inside the warranty period at launch logging levels, a finding that forced a logging-policy
change and a higher-endurance eMMC grade for rev B.

= Event-based: silent runs recording on PER thresholds, timeslot violations, power-source transitions, and thermal cross-
ings — this mode quantified the coexistence picture: Zigbee PER degraded 6x whenever BLE scanning overlapped its

timeslots, an M4 scheduler-priority fix verified by rerunning the same campaign.

= Monitoring: passive telemetry — rails, temperatures, per-radio counters, PD state — under representative smart-home
traffic; the main finding surfaced here: on three of seven office-grade PoE switch models, the PD controller negotiated
class 0 instead of class 3, and the hub browned out under full radio load on an allocation it should never have accepred —

a classification-resistor tolerance fault fixed in rev B.

= Instrumentation correlation: spectrum-analyzer and oscilloscope captures anchored the coexistence and PoE findings; the

RF-switch power-on state finding was confirmed by scoping the undefined window before firmware configuration.

= Recording rule: every run launched from the dashboard is recorded, always, into the append-only store; the Python SDK
can run 100% of what the dashboard can run — module, peripheral, or system level — for quick independent checks,
and SDK-launched runs of this kind are not written to the records store. The store is the evidence; the SDK is the bench

—tool—
SHichbraCeability: requirements traced bidirectionallyivortests and records;schemaswersion-pinned, runs reproducibleforhe r
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Deliverables

The client received the complete platform fitted to this hub — source, records, procedures, no lock-in.

= Validation OS image with the full Yocto build system, recipes, and per-build SBOM.

= Board-specific BSP and HAL source for every subsystem, maintained against the design package through rev B.
= Compiled client for the A-cores plus the M4 FreeRTOS build.

= Server and dashboard as deployment-ready containers on the client’s QA bench.

= Complete suites — coexistence, radio functional, PoE matrix, endurance, eMMC wear, thermal — with recorded rev A

baselines for rev B comparison.
= Python SDK with documentation, example scripts, and CI integration gating every firmware candidate.
= The append-only records store as client property — evidence for lab pre-briefs and retail audits.

= The independent validation report: the PoE classification fault, the coexistence quantification, the eMMC wear projec-
ton, the RF-switch BOM gap, metrics, pass/fail, coverage.

= Bench procedures for acceptance and re-runs; full documentation; no lock-in.
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Conclusion

Rev B closed its layout with the PoE classification fault fixed, the RF-switch pull network restored, a higher-endurance
eMMC specified, and a coexistence schedule proven under saturation — four decisions made on bench evidence

inside the window where they were cheap.

= The PoE fault was the launch-killer: a hub that browns out on common office switches fails at the exact moment a re-
viewer or installer first plugs it in; it cost a resistor-tolerance fix instead of a return wave, and the eMMC wear projection

converted a future silent field failure into a present component decision.

= The suites gate every firmware drop in CI and carry to rev B with only the HAL delta re-verified. We produce the evi-

dence — the client’s certification labs and assessors judge it.
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Lessons Learned

The engagement hardened our defaults for multi-radio, PoE-powered always-on devices.

= Power-source diversity testing is now a first-week campaign on any PoE product — the classification fault appeared on
three of seven switch models and zero of the client’s own lab switches, so single-vendor benches provably hide this class of
defect; eMMC wear projection from real write traces likewise moved from the environmental phase to week one, since it
drives component selection, not just firmware policy.

= On i.MX multi-radio designs the M4’s ownership of the RF switch must extend to the power-on default: the undefined
switch state before firmware configuration put an unterminated path on the antenna for 400 ms every boot, and we now
validate pre-firmware RF states the same way we validate pre-firmware power states — as their own campaign with the

SCOpE, Not as an assumption.
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